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What exactly is Site Reliability Engineering, as it has come to be defined at Google?
My explanation is simple:

SRE is what happens when you ask a software engineer to design an operations team.

By Betsy Beyer
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DevOps

Reduce organization silos
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SRE

Share ownership with developers by using the same tools and techniques across the stack
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Accept failure as normal
KBELYRIDIIIZZITANDS

Have a formula for balancing accidents and failures against new releases
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Implement gradual change
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Encourage moving quickly by reducing costs of failure
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Leverage tooling & automation
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Encourages "automating this year's job away" and minimizing manual systems work to focus on
efforts that bring long-term value to the system
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Measure everything
ITRTCEHET S

Believes that operations is a software problem, and defines prescriptive ways for measuring
availability, uptime, outages, toil, etc.
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o BHREEOREFIVY
o GitOps

Copyrights©3-shake Inc. All Rights Reserved.

Cl/CD & A
o T7OA4MBEH
o A—FmEBE-MBEEOERE
o DevSecOps
INDA—T AT
o HEIL—YYY
o B
o NARVFUAHER

3=SHAKE

26



SRE DREAZE (Hl)

3=SHAKE

o EREHRIA

o Logging
o Monitoring
o APM

e SLI/SLODEE

Copyrights©3-shake Inc. All Rights Reserved.

Cloudwatch Cloud Operations

-’

DATADOG

g 15 Grafana

Prometheus

27



SRE DEREAZ (Hl)

3=SHAKE

o ERGEHIER
o AVITUIHIG-EE
o FRMETI—h

Copyrights©3-shake Inc. All Rights Reserved.

E Slack & Chat

B RRHIEEE

DagerDuty

28



e laC (Infrastructure as Code)
o WMHEEEOREFIVY
o GitOps

Copyrights©3-shake Inc. All Rights Reserved.

3=SHAKE

Ny

A

Terraform ANSIBLE

iy

H)E'I;:'l m

N

h

GitLab

29



SRE DOXEANZE () 3:SHAKE
D . ccomr
‘ OO : . o TFTIALDHEEE
RUNNER
GitHub Actions CIrCIec' o :_Fﬁﬁ.mﬁﬁwﬁﬁ
o DevSecOps

A
&ﬂ @) clair

trivy

23
S
flagger Qrgo

30



SRE DEEANZE () 3:SHAKE

E1JAEGER G\I

OPENTRACING

o INTF—IUARGH
o HErL—I2Y
o HFRER
o HARIFVARER

Copyrights©3-shake Inc. All Rights Reserved. 31



o EEREMEA

o Logging
o Monitoring
o APM

e SLI/SLODESE

o ERAFIEE
o AVITUMHI-EE
o MBMLETI—hk

e |aC (Infrastructure as Code)
o BHREEOREFIVY
o GitOps

Copyrights©3-shake Inc. All Rights Reserved.

Cl/CD & A
o T7OA4MBEH
o A—FmEBE-MBEEOERE
o DevSecOps
INDA—T AT
o HEIL—YYY
o B
o NARVFUAHER

3=SHAKE

32



VEDDH—ERAMSIRDS 3:SHAKE

INESIRHTSRE F—LELT #/&5
SRE Team
ZFDE=HIZIF. BHOUVRATLE—RITHRELLZNI L,
FF(EVEDDY—ERERRIZSRE ZIROTHRRIZILITTLEE -
L& K.—g
BHEAD, HENSFHRI—EZIMNEELL, By Texm @ L
I System A
>  FLSLI/SLO S’RE T DI ELDIEMRENFT HADEBE AN H
LUy,
> BEOERNDHEA. FLNEHAOBANELNT—Z0BH5 lﬁi
> ZHLZLFEMABRMHIRTESNTULVALY ... BlzTeam
VEODH—ERE
I —LMSHSRE D

Copyrights©3-shake Inc. All Rights Reserved. 33



HoDHIFHREZINELIBH LS 3:SHAKE

SRE Z#18HBIZH =2 TIL. TEiEdH o 5T —2MHi>TLY 9
HTEMNHRTY .
BECESHAEIS

ERIFT—4F)TUEHEFT IBENHY . T —FA7EL K
RETILSLI/SLO DFRFEFELELRAEETY .

BERMICIEREBORBELFZBEL TLITHET T —5%
IREL. AIfRIEHRSECAETHO>TLEELLD,

Copyrights©3-shake Inc. All Rights Reserved.



Sreake it SRE Roadmap

3=SHAKE

SRE OBtk

FF 1ML,

MR BKRRBICHDECH

hsavaveikd LS
SRESERR
SLI-SLO DERTE

Toil Hii# (B BL#8

SRE F—LNDEH
$HEI=HHT-SRE ZEHL &S

Copyrights©3-shake Inc. All Rights Reserved.

. SRE D HREL#EE

SREDXLARET S
Error Budget ZJti<
EHEavrO—LLTLIK




SLI (Service Level Indicator) H—E XL )JLIEE
AZEHEIZVRTLOBRLELEZHII BAHDIEZELSZED
SLO =& T HFICFIRAT S

SLO (Service Level Objective) H—E AL RJLE &
H—EZALARIVIZH T HRH%G B IEE

SLA (Service Level Agreement) H—E XL R JLIREE
H—ERALANIIx T Bt s AR EREEE

Copyrights©3-shake Inc. All Rights Reserved.

3=SHAKE

36



SLI-SLO-SLA [CDL\T 3=SHAKE

% SLI(Service Level Indicator) H—E XL AR )LigiE
> AEFLEITDATLOBRLELEFHIFT AHDIEEELDED
> SLOZEERTHFICFHAETS

LH7SLO ZBRET H=DITHET X HOWHIEMELGYS5H oD HAN) I AZEINE
L. AIRIEATESKSITLES




SLO MERFEIZDLVT 3=SHAKE

SRE Team

CUJ (DI TAhNA—H—Dr—Z)ZREHLTULKENLIRH D

=& PDSLO FBEIFTAVY—TROTLESDEH—D,
SLO [FH—EXDOHEERIZIGLTEHL->THRLY,
f=1=L. SLO100% I[ET7 U F /N 3—21ED T, FHLVIERETIEL
HUNE Dev Team E @ ITT;;

System A

FhEYKELZDMN Biz/ DevZEEEYICETHEERHD
WEEEBLEMNSHRELTICE /
EHMIZIRYRYGAS B —NEH->T, —RICERERT
045+ BELTLCKENKE, IR
Biz Team

Copyrights©3-shake Inc. All Rights Reserved. 38



RAME—T L DERE 3:SHAKE

RANE—TLEF AVITUN TDEE AV TUMNERFELIIRRT H-OICMON=T I3
VRARRR. BEUVAUVTUMDBRERILETS-ODT+0—T7vI 7 o3 EE@MTRET 1L
T,

RYIRY NS S XL EED BITRRAME—T LZFITULET,
ZTDEICIXEZSHENIHL TERNEESELIIZLTEMIE
FThIEEYELEA,

T4 —YMMIDWTIFXET L SRE RICTIRTRSNTULNS
Example A3 5DHET I8,

¢ FhEMEYERUGON FEBEAZIEHLLZLIE THH
ETY,

X B<ET. VAT LOHEHOBBEBTHEEEZET .,

7 7
0’0 0’0

7
0’0

$%: https://sre.google/sre-book/postmortem-culture/
https://sre.google/sre-book/example-postmortem/

Copyrights©3-shake Inc. All Rights Reserved. 39


https://sre.google/sre-book/postmortem-culture/
https://sre.google/sre-book/example-postmortem/

Alerting & Incident Management

3=SHAKE

PagerDuty D#i# &+ T SRE ZMESE S

Aa—)LigkE

¢ HEYULEAA—IVEHEEDEDR TS a—1) T #EE

SEEM7L Alerting

% EventRule ZHOHELI=A TV RIET7 5— Ml H

A TUNEHE

»  BRRBAVTIL—avIiciELTWNS DT, Gz Y
TSR B

RS 58 4 B 0D 04 it D 3B B

¢ 1—F—OF7Ia EEBTRE
RAME—T L

¢  HARAHTRRANE—TLDOBENHY ., KBHLERX{EE
F<IEND

Copyrights©3-shake Inc. All Rights Reserved.

DagerDuty

40



Alerting & Incident Management 3=SHAKE

BERE SR E MR
MiEhHoTLb=8,. &

ZICEREAS AT RE

=

Cloudwatch Cloud Operations
DagerDuty
DATADOG Prometheus

BERE M

Copyrights©3-shake Inc. All Rights Reserved.



Alerting & Incident Management 3=SHAKE

2

Cloudwatch Cloud Operations
DagerDuty
DATADOG Prometheus |

OnCall "b Chat ﬁ*ubgmﬁ': E Emm
- fTAS. MAT, BHDPEHI L‘
Bt EF P3N @ bIOVACEIZ =L Sl Slack %) Chat  OnCall

C&ET, JAXHROBRATA
)

Copyrights©3-shake Inc. All Rights Reserved.



Alerting & Incident Management

3=SHAKE

2

Cloudwatch Cloud Operations
DATADOG Prometheus
B mET

Copyrights©3-shake Inc. All Rights Reserved.

Slack Z® Chat

LW DRENES LSOO —THERF

RATICH - T=-DHhEEEEEL
TN, HHRAHD
Postmotem #EetHY . B

N RICEYERYALOT <GS,

OnCas




Alerting & Incident Management 3=SHAKE

Jira FOFryrEEY—)LE
LV TUNEBERRE, RUS

LX> SRE DFEBIEDEMEL©
Jira F 0 FUV=8. Toil DBIEOTS—

Task EHY— L PHOBEE(ICHZID

2 \

Cloudoteh Cloud Operations PagerDuty —E
2 o l

DATADOG Prometheus
%*ﬁ% Ty Slack Z£® Chat OnCall

Copyrights©3-shake Inc. All Rights Reserved.



3=SHAKE

Toil &%, FEZE. BYRSN D, BEMEA ATEE, BilTe). REIMAMEAGL, y—ERDREIC

LEBILTEBMT 5. Vo5 ZH/DEE T,

Dev Team Hio> D K £8 %t it
ZNYIAFHRARY

SRE LLTHOERIETE
TEHIMIZHKRET S

AT FOREE

YYVVY

&% https://sre.google/sre-book/eliminating-toil/

Copyrights©3-shake Inc. All Rights Reserved.

F¥kchidz
IRTRAETHEMD

ESVSERNEDEBEDHBEREL., ENFZHD
IHENTTESLSRRLS/ON=-DOHZERETS

45



Toil BlEZT 571=8IC

3=SHAKE

AZE., &YRY, BRIED YA ZERLTLK

AlE

JirenEn7Oo Iy NEH
Y—ILEBREL TRER XS
PE|IAHBRRIEBITES
b,

Copyrights©3-shake Inc. All Rights Reserved.

N

VR Y Bt
SRE F—LRNEHTEH RYBYICE>THESNT
A7 R Y IR Y Z @ L TToil % Toil Z BENEIZ K> THIRL
EDZEIT Tl

46



Sreake it SRE Roadmap

3=SHAKE

SRE OBtk

FF 1ML,

DRENBKRBICHIEZS

hsavaveikd LS
SRESE
SLI-SLO MERE

Toil Kl (EB)EH#H

SRE F—LNDEH
$HEI=HHT-SRE ZEHL &S

Copyrights©3-shake Inc. All Rights Reserved.

: SRE D E Lk

SRE DXIEARET S
Error Budget #JTi<

®HEZEZavrO—)LLTLK




<  SRE DXtZERHEIHETTLK
> WEDDRMAKRBEFSONT-LMDY—E X(ZHLEELTLK
> TFHMGIRYRYZFZREL TILHLIHEEITOTLNK
> FHREILI=E/MoTol HIBD AN BEEDREZFESH TS

< Error Budget #tIC¥##arb0—)L T3
> ZFDEOHICIE+7EEF]AOSL-SLO DEENVE
> FR.Y—EXRDEDRRAMGEREWNILESESAHEHDHD T,
(FCDERFHEZEELL..

Copyrights©3-shake Inc. All Rights Reserved.

3=SHAKE

REMI

48



3=SHAKE

4. £&H




=&H 3:=SHAKE

Google M SRE [ZFRESLLVRKICAS, TH, SRE XYz vMiEoa+2L0\OARE, BT
LA N—EBREERGNSHEBICH--Bo#s SRE%

SRE BT BITH->TMHEBIEFAR, thDF—LEFBNICIBE@LENS SREZE
RHELTLIS

SRE ZI W HIFIEDRINSK, FEFFTFOTNESHHBIRH &S

Copyrights©3-shake Inc. All Rights Reserved. 50



Sreake H—E XD BN

3=SHAKE

Sreake (RY—2) (&, &Rl - Ef-BEE(EAI-F—LEE.

z Sreake

—— SREEA/EFILX
SREBAD=ODIZIESRT L T—XTIF ¥
DHELT | LA LLTORYEA I
BIGYFET,
KEMSRUFY—FTHRLGHBRETO
SREBARMFNE E/ I Sreake DSREIZ XD
SREA#IDMAL/SREX LD EE LD ED K

Q&ﬁui% /

EﬂﬁiH
[ KubernetesZ i &L7T=CloudNative

TR CBAERF =TV O=TIC
LRBMEIBEITOTEYET,

R/ ERLERRLEIT—XTH
ROBELIVD=7IZ&5H TR IEE

TCENTRTT /

H—ERFHOHEIZOVTOIERM - CHHRGE
BREICEBULEHE =S

BN ROLN SR TEEGCRBERF SREQEMRNKE-F—ALTY,
ERRRSE D DB AT - SR - B . SaaSIRILE T, IBLEL EEEYR—MNET,

H—ERARFTBAX

| SREZRSEEMTERTZADUIBA
Xi&

e GoogleCloud e DataDog

e  Anthos e  MetricFire
e  PagerDuty e  Looker

e RUNDECK etc...

PrismaCloud

_/

H#ll-BRELEhE (&
-bb

Copyrights©3-shake Inc. All Rights Reserved.


https://security.sreake.com/contact/
https://security.sreake.com/contact/

3=SHAKE

Thank you




